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Packet Capture

* Intercepting data packets that is crossing over a
specific computer network.

« Data packets can be stored temporarily or
permanently for analysis.

» Network cards that support monitor/promiscuous
mode Is required.



Packet Capture

 Wireshark

Moloch

Tshark

Tepdump

Ethereal

Microsoft Network Monitor




Wireshark

[ NON ) 7| natosunum.pcapng
AW 4@ RO QesEF IS H QA QQE
[I Apply a display filter ... <88/> =3 ~| Expression... +
No. Time Source Destination Protocol Length Info
- 1 0.000000 192.168.116.157 172.18.15.30 TCP 66 58453 - 80 [SYN] Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SACK_PERM=1
2 0.000603 172.18.15.30 192.168.116.157 TCP 60 80 - 58453 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS=1460
3 0.000645 192.168.116.157 172.18.15.30 TCP 54 58453 - 80 [ACK] Seq=1 Ack=1 Win=64240 Len=0
4 0.000742 192.168.116.157 172.18.15.30 HTTP 133 GET /milla.exe HTTP/1.0
5 0.000936 172.18.15.30 192.168.116.157 TCP 60 80 - 58453 [ACK] Seq=1 Ack=80 Win=64240 Len=0
6 0.001322 172.18.15.30 192.168.116.157 TCP 146 [TCP segment of a reassembled PDU]
7 0.001392 172.18.15.30 192.168.116.157 TCP 165 [TCP segment of a reassembled PDU]
8 0.001392 172.18.15.30 192.168.116.157 TCP 60 [TCP segment of a reassembled PDU]
9 0.001402 192.168.116.157 172.18.15.30 TCP 54 58453 - 80 [ACK] Seq=80 Ack=206 Win=64035 Len=0
10 0.003499 172.18.15.30 192.168.116.157 TCP 1514 [TCP segment of a reassembled PDU]
11 0.003499 172.18.15.30 192.168.116.157 TCP 1514 [TCP segment of a reassembled PDU]
12 0.003500 172.18.15.30 192.168.116.157 TCP 1514 [TCP segment of a reassembled PDU]
13 0.003500 172.18.15.30 192.168.116.157 TCP 1514 [TCP segment of a reassembled PDU]
14 0.003501 172.18.15.30 192.168.116.157 TCP 1514 [TCP segment of a reassembled PDU]
15 0.003501 172.18.15.30 192.168.116.157 TCP 1514 [TCP segment of a reassembled PDU]
16 0.003501 172.18.15.30 192.168.116.157 TCP 1514 [TCP segment of a reassembled PDU]
17 0.003502 172.18.15.30 192.168.116.157 TCP 1514 [TCP segment of a reassembled PDU]
18 0.003502 172.18.15.30 192.168.116.157 TCP 1514 [TCP segment of a reassembled PDU]
19 0.003503 172.18.15.30 192.168.116.157 TCP 1514 [TCP segment of a reassembled PDU]
20 0.003504 172.18.15.30 192.168.116.157 TCP 1514 [TCP segment of a reassembled PDU]
21 0.003505 172.18.15.30 192.168.116.157 TCP 378 [TCP segment of a reassembled PDU]
22 0.003521 192.168.116.157 172.18.15.30 TCP 54 58453 - 80 [ACK] Seq=80 Ack=16590 Win=56616 Len=0
23 0.003741 172.18.15.30 192.168.116.157 TCP 1514 [TCP segment of a reassembled PDU]
24 0.003741 172.18.15.30 192.168.116.157 TCP 1514 [TCP segment of a reassembled PDU]
25 0.003742 172.18.15.30 192.168.116.157 TCP 1514 [TCP segment of a reassembled PDU]
26 0.003742 172.18.15.30 192.168.116.157 TCP 1514 [TCP segment of a reassembled PDU]
27 0.003743 172.18.15.30 192.168.116.157 TCP 1514 [TCP segment of a reassembled PDU]
28 0.003743 172.18.15.30 192.168.116.157 TCP 1514 [TCP segment of a reassembled PDU]
29 0.003743 172.18.15.30 192.168.116.157 TCP 1514 [TCP segment of a reassembled PDU]
30 0.003744 172.18.15.30 192.168.116.157 TCP 1514 [TCP segment of a reassembled PDU]

vvyvyy

Frame 7: 165 bytes on wire (1320 bits), 165 bytes captured (1320 bits) on interface @
Ethernet II, Src: Vmware_fc:4c:le (00:50:56:fc:4c:le), Dst: Vmware_be:31:e@ (00:0c:29:be:31:e0)
Internet Protocol Version 4, Src: 172.18.15.30, Dst: 192.168.116.157

Transmission Control Protocol, Src Port: 80 (80), Dst Port: 58453 (58453), Seq: 93, Ack: 80, Len:

111

() 7  natosunum

Profile: Default




Statistics

@ Wireshark File Edit View Go Capture Analyze m Telephony Wireless Tools Help

RE Qe =

[ﬂ P\pply a display filter ... <88/>

No. Time Source Destination
= 1l 0.000000 192.168.116.157 172.18.1
2 0.000603 172.18.15.30 192.168.
3 0.000645 192.168.116.157 172.18.1
4 0.000742 192.168.116.157 172.18.1
5 0.000936 172.18.15.30 192.168.
6 0.001322 172.18.15.30 192.168.
7 ©0.001392 172.18.15.30 192.1684
8 0.001392 172.18.15.30 192.168.
9 0.001402 192.168.116.157 172.18.1
10 0.003499 172.18.15.30 192.168.
11 0.003499 172.18.15.30 192.168.
12 0.003500 172.18.15.30 192.168.
13 0.003500 172.18.15.30 192.168.
14 0.003501 172.18.15.30 192.168.
15 0.003501 172.18.15.30 192.168.
16 0.003501 172.18.15.30 192.168.
17 0.003502 172.18.15.30 192.168.
18 0.003502 172.18.15.30 192.168.
19 0.003503 172.18.15.30 192.168.
20 0.003504 172.18.15.30 192.168.
21 0.003505 172.18.15.30 192.168.
22 0.003521 192.168.116.157 172.18.1

23 0A.0Aa3741 172.18.15.302

R

Q @ T

Capture File Properties
Resolved Addresses
Protocol Hierarchy
Conversations
Endpoints

Length
Packet Lengths | 66
I/O Graph 60
Service Response Time > 54
DHCP (BOOTP) Statistics 122
ONC-RPC Programs 146
29West > 165
ANCP 60
BACnet > 54
Collectd 1514
DNS 1514
Flow Graph 1514
HART-IP 1514
HPFEEDS 1514
HTTP b S
HTTP2 1514
Sametime 1514
TCP Stream Graphs > 1212
UDP Multicast Streams 1514
IPv4 Statistics > 378
IPv6 Statistics > >4
192.168 . cxwreaas — 1514



Protocol Hierarchy

'® @ Wireshark - Protocol Hierarchy Statistics - natosunum
Protocol v Percent Packets Packets Percent Bytes Bytes Bits/s End Packets End Bytes End Bits/s
v Frame 100.0 8380 100.0 9801601 544 k 0 0 0
v Ethernet 100.0 8380 100.0 9801601 544 k 0 0 0
v Internet Protocol Version 4 90.9 7619 99.7 9769495 543k 0 0 0
v User Datagram Protocol 0.3 25 0.0 3102 172 0 0 0
NetBIOS Name Service 0.2 19 0.0 2090 116 19 2090 116
Multicast Domain Name System 0.0 4 0.0 328 18 4 328 18
Bootstrap Protocol 0.0 2 0.0 684 38 2 684 38
v Transmission Control Protocol 90.6 7594 99.6 9766393 542k 7488 9728950 540 k
SSH Protocol 1.3 105 0.4 37310 2074 105 37310 2074
Hypertext Transfer Protocol 0.0 1 0.0 133 7 1 133 7
Address Resolution Protocol 9.1 761 0.3 32106 1784 761 32106 1784




Endpoints

Address A P
172.18.15.30
192.168.116.1
192.168.116.2
192.168.116.145
192.168.116.157
192.168.116.254
224.0.0.251

ckets

7187
66
75

263

7,613

Bytes

9710 k
4204
5618

47 k

9768 k
2532

328

Packets A - B

6601
35
28

136
818
1
0

BytesA —+ B

9670 k
2194
1680

31k
63k
342

0

Packets B = A

586
31
47

127
6795
29

UDP - 6

BytesB = A

Wireshark - Endpoints - natosunum

Ethernet - 7 IZZavls  IPv6

40 k
2010
3938
16 k
9704 k
2190
328

Latitude

Longitude

TCP - 236



Conversations

@ Wireshark - Conversations - natosunum

Ethernet-7 IPv4-7 IPv6 ey UDP -3

Address A Port A Address B Port B Packets v Bytes Packets A = B BytesA —+ B Packets B = A Bytes B — A Rel Start Duration Bits/s A =+ B Bits/s B =+ A
192.168.116.157 58453 172.18.15.30 80 7174 9701k 581 31k 6593 9669 k  0.000000000 0.123720 2034 k 625 M
192.168.116.157 49191 192.168.116.145 22 43 12k 19 2399 24 10k 116.641994000 11.677272 1657 7120
192.168.116.157 49189 192.168.116.145 22 23 4429 1" 1691 12 2738 112.789231000 15.599484 867 1404
192.168.116.157 49190 192.168.116.145 22 23 4429 1" 1691 12 2738 114.755382000 13.5671744 996 1613
192.168.116.157 49192 192.168.116.145 22 23 4429 " 1691 12 2738 116.981125000 11189194 1209 1957
192.168.116.157 49195 192.168.116.145 22 23 4429 1" 1691 12 2738 123.616123000 4.289565 3153 5106
192.168.116.157 49193 192.168.116.145 22 22 4283 1" 1679 " 2604 118.794746000 9.313576 1442 2236
192.168.116.157 49194 192.168.116.145 22 22 4283 1" 1679 1 2604 120.901476000 7.097218 1892 2935
192.168.116.157 49196 192.168.116.145 22 21 4229 10 1625 1" 2604 125.736207000 2.153909 6035 9671
192.168.116.157 49197 172.18.15.30 8080 13 9059 5 8579 8 480 128.393120000 0.002059 N/A N/A
192.168.116.157 58457 192.168.116.1 80 8 474 4 228 4 246 1.014242000 0.002291 N/A N/A
192.168,116.157 62487 192.168.116.145. 22 Z 440 4 228 3 212 64.022341000 0.009217 197 k 184 k
192.168.116.157 58454 192.168.116.1 21 2 126 1 66 1 60 0.970715000 0.000174 N/A N/A
192.168.116.157 58455 192.168.116.1 22 2 126 1 66 1 60 0.982251000 0.000140 N/A N/A
192.168.116.157 58456 192.168.116.1 23 2 126 1 66 1 60  0.997550000 0.000291 N/A N/A
192.168.116.157 58458 192.168.116.1 443 2 126 1 66 1 60 1.016441000 0.000079 N/A N/A
192.168.116.157 58459 192.168.116.1 502 2 126 1 66 1 60 1.028637000 0.000173 N/A N/A
192.168.116.157 58460 192.168.116.1 3306 2 126 1 66 1 60 1.044821000 0.000161 N/A N/A
192.168.116.157 58461 192.168.116.1 25 2 126 1 66 1 60 1.060295000 0.000158 N/A N/A
192.168.116.157 58462 192.168.116.1 567 2 126 1 66 1 60 1.075925000 0.000161 N/A N/A
192.168.116.157 58463 192.168.116.1 333 2 126 1 66 1 60 1.091946000 0.000316 N/A N/A
192.168.116.157 58465 192.168.116.1 555 2 126 1 66 1 60 1122500000 0.000200 N/A N/A
192.168.116.157 58466 192.168.116.1 666 2 126 1 66 1 60 1138050000 0.000158 N/A N/A
192.168.116.157 58467 192.168.116.1 777 2 126 1 66 1 60 11563978000 0.000159 N/A N/A
192.168.116.157 58468 192.168.116.1 8889 2 126 1 66 1 60 1169386000 0.000138 N/A N/A
192.168.116.157 58469 192.168.116.1 999 2 126 1 66 1 60 1184671000 0.000160 N/A N/A
192.168.116.157 58470 192.168.116.1 366 2 126 1 66 1 60 1.200791000 0.000190 N/A N/A
192.168.116.157 58471 192.168.116.1 3389 2 126 1 66 1 60 1.216602000 0.000169 N/A N/A
192.168.116.157 58472 192.168.116.1 8080 2 126 1 66 1 60 1.232318000 0.000164 N/A N/A
102 18R 118 157 RRA73_102 18R 1161 ’N81 2 12A 1 AR 1 AN 1247118000 NNNN1RR N/A N/A
Name resolution Limit to display filter

Help Copy v Follow Stream... Graph... Close



What do we have?

 Protocols: DNS, HTTP, SSH

 Ports: UDP/53, TCP/22, TCP/80, TCP/8080
* |P Addresses:

¢« 172.18.10.41

e« 172.18.10.47

« 192.168.116.1

« 192.168.116.2

¢ 192.168.116.157 (Victim IP)

« 192.168.116.158




DNS Requests

[ NON ) il natosunum_wdns.pcapng
4 m RNE AesEZF IS H AxQTF
(W dns =
No. Time A Source Destination Protocol Length Info
2 1.141351 192.168.116.157 172.18.10.47 DNS 96 Standard query @x6eee A 71b9b5bc1094ee6eaeae8253e787d654. com
3 1.320916 172.18.10.47 192.168.116.157 DNS 169 Standard query response @x6eee No such name A 71b9b5bcl@94eebeaecae8253e787d654.com SOA a.gtld-servers.net
4 1.322581 192.168.116.157 172.18.10.47 DNS 96 Standard query 0x16fd A 935d52cde2333a37323bb723d1841039 com
172.18.10.47 192.168.116,157 DNS andard o
6 1.517994 192.168.116.157 172.18.10.47 DNS 96 Standard query @OxcOee A 6b4fSedb7a0bacde6e1ab303e45b7593 com
7 1.518726 172 18.10.47 192. 168 116 157 DNS 163 Standard query response 0xclee A 6b4f5edb7a0bacde6e1ab303e45b759a com A 172.18.10.41 NS ns.16b4f5edb7a@bacde6elab303e45b759a. com
a BN q Q

P 9 1.684518

172.18. 10 47

192. 168 116 157

response 0x@d6e No such name A 4e39298ce8bb79e5243616f7e09aae28.com SOA a.gtld-servers.net

Standard



HTTP Requests

:. ® Wireshark - Requests - natosunum ‘I
l
Topic [ Item v |Count Average Minval Maxval Rate (ms) Percent Burst rate Burst start
v HTTP Requests by HTTP Host | 1 0.0000 100% 0.0100 0.000
v 172.18.15.30 1 0.0000 100.00% 0.0100 0.000
/milla.exe 1 0.0000 100.00% 0.0100 0.000




TCP Streams

. k . H . . n natosunum.pcapng
A u mORE Qe EF I QQ q TF
Ill '] Expression... +

Time Source Destination Protocol Length

1.232482 192.168.116.1 192.168.116.157 60 8080 - 58472 ACK] Seq=1 Ack=1 Win=0 Len=0
1.716062 192.168.116.2 192.168.116.157 60 8080 - 58500 ACK] Seq=1 Ack=1 Win=32767 Len=0

64.272417 192.168.116.145 192.168.116.157 60 8080 - 62504 ACK] Seq=1 Ack=1 Win=0 Len=0
112.6318.. 192.168.116.157 192.168.116.254 Mark/Unmark Packet BM Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SACK_PERM=1

Ignore/Unignore Packet D
Set/Unset Time Reference ®T
Time Shift... 08T
Packet Comment...

128.3936.. 192.168.116.157 172.18.15.30
128.3937.. 192.168.116.157 172.18.15.30
8371 128.3940.. 172.18.15.30 192.168.116.157
128.3940.. 172.18.15.30 192.168.116.157

Ack=1 Win=64240 Len=0

Ack=1 Win=64240 Len=2920
- 49197 [ACK] Seq=1 Ack=1461 Win=64240 Len=0
Ack=2921 Win=64240 Len=0

Edit Resolved Name

8374 128.3942.. 172.18.15.30 192.168.116.157 Apply as Filter
8375 128.3942.. 172.18.15.30 192.168.116.157 Prepare a Filter

8376 128.3942.. 172.18.15.30 192.168.116.157 Conversation Filter
8377 128.3942.. 172.18.15.30 192.168.116.157 Colorize Conversation

SCTP

Ack=4381 Win=64240
Ack=5841 Win=64240 Len=0
Ack=7301 Win=64240 Len=0
Ack=8299 Win=64239

49197 [ACK]
49197 [ACK]

L A

vVVYyVYYVYYy

8379 128.3951.. 192.168.116.157 172.18.15.30 o ot 5€0=8299 Ack=2 Win=64240 Len=0

TCP Stream
UDP Stream
Co >
Y SSL Stream
Protocol Preferences >
Decode As...

Show Packet in New Window




TCP Streams

[ ) [ ) Wireshark - Follow TCP Stream (tcp.stream eq 0) - natosunum

GET /milla.exe HTTP/1.0

Host: 172.18.15.30

User—Agent: Python-urllib/1.17

HTTP/1.0 200 OK

Server: SimpleHTTP/0.6 Python/2.7.10

Date: Mon, 07 Nov 2016 14:30:39 GMT

Content-type: application/x-msdownload

Content—-Length: 9312483

Last-Modified: Mon, 07 Nov 2016 14:30:21 GMT

V- ccoccoooccocooocoooooo (occocoooo0oCC00000C0C00o000Co000000000000000800 .!..L.!This program cannot be run in DOS mode.

(B0 0000 BERd

............... //scococcoooocooocs ocococoooco@oocooooocanoccoooocoooooooococ@ooooon_coooooaoa
................................................. D O O e e T O

(e ssnnnssnsassnansssnnssnnnnnansnssnsassannnnnnnnnnnnns 2 B ¢ - - T @.P..rda
ta ENTrE [Poooooobocoooo000000 (@o "@o[3eEflccoocoocooco00ooo0oo0000oco000 G BRo 0 bocoo ccooooocoo000000000000 @080 00000000
()occooocooocooonoscoooocoo (Do caleEERo clo s conooomooaooocconooonooos @@ o5 500lccoo coococoooocoosococoocoo @.@..tls....h....

(Yo cco000000000000000000 @ ..rsrc...8 @boooo000000000000000000 Q.
()occcocooooooococcoOoO0oCC00CO0O0000000C0000C0000000000C0000000000C0000000000000000000000000000000000C000000000000000000000000000090000000003
................................................................................................... ffffffo..eeeeoHoo(Howunnn

locannns Heaeeonnnnans Heaaaeannnnns [ S Ly f.8MZtxH

iloccoocccooooa Wocoooocaoo ococcooooos H..X [l clnle oSc ool chilooccooos ocozoo Mocococcoo H..x 8.tel.Heul(uuuununnnnnns f.HcH<H

8PE WUoooo - Moo cootlEiooooca _coocooocooooo Moccoooooo ocoocoo @-cooo-coooo H.

| T 1.Hoo(eaxtenannns Dicucee l1.E.ccasannnn FEffffececanans Heo8Heuoone Leciaas L P H

........ X H..q DX Moocooaacoocooo oo ol oo FoATTINE ) c oo ailaSocoolle o

.H.T$ D H olil=Ecccccoos eH..%0...H...... H.X.1l.L.%uuuu.n o cclilooococoo A..H...H..;H..u.H.

...... Wooollbcoooolooooooalis

Flocccocooooooa foccooo il-coooe ocooca o alile alis s @ oaoac o A..A...f.."A.D.H...... oo
WefooteaautieennannnnefiaaWeFfoneeananaeHeneanaaSefiaaVaHaeoooaDauEaat. .D$\.

............... D.%. E1$McI alboocoooolBoolibahle=ccooooilacalloeooFolocoooocluoocoooocoooilecailss]|

50 cWelo s aliloccooos HD cliloaalls H..H....g...A9...I...J.D— ..... H.-F....Q~..H..z...H..+....

B HeeHoolaoaaae Floccocoocoooo

.......................... L8 e N - A - [ e b . T T I 4 H

ettt it ilglilocoooos ococoooos & H ..H

[Dss00000000 a m Bils500000000000000 @alils o (ooccnooconoo0s 7rc00000000 (o F oo co00000 Hew(Hev€uvinnnnuwnn *} Wooooo H

(hvvnnnnnnnnnnns UH..]1.feuuunnnn. UH..H H.=0....t0H

.......... o cie/iocoooolloooccooalilaci H

...... H.

oiloo Jootloolocoooooooa @UH..l.ueuuuannns SHESRH - o alib oG oalloalibooog P O & WVSH.. E1.H..H. ..X.

(Joccoa uDH.s L..A...... 2o oallo oo™ o oifinoc=cccoocococooooocaoo o H.. [* VSH. . (H..H...

........ H..H;F.s.H

......... H.F.H.. ([*.fouuuas s o  ATUWVSH H.9.H..H ) Ses0uHe=eoiuaaHoooEl..a () J

Socalbolhloooo@acalbetZa@ocaldocccaoa ilo oo o cooaliloono o

....... t'H..H..t .J...H......H..H...["_]A\...D....i...0..........H..I....0....0.H.D$P....H.D$X....H.D$‘....H.t$ ++.0..D$(L.d$0@..H. 1%

| A.XeoaeD$BH. i s c@ecccnnnnannnnns HieoeAiiiaoaaannn HeaaeleeHoalaaabDeeaa6ooaHaIXHo cReeaenans L H.
1 client pkt(s), 6,590 server pkt(s), 1 turn.

Entire conversation (9312 kB) [T Show dataas  ASCII T Stream 0
Find: [ Find Next ]
Help Hide this stream Print Save as... Close
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Detecting Ping Sweep

aae
1.871626
2.324593
2.650775
2.761662
3.149267
3.197600
3.634258
3.664352
3.664491
4.071352
4.164220
4.164380
4.164449
4.507659
4.663729
4.663897
4.944972
5.162940
5.163150
5.163220
5.389569
5.661695
5.661886
5.819192
6.161368
6.161579
6.255391
6.660538
6.660751

7295
7296
7297
7298
7299
7300
7301
7302
7303
7304
7305
7306
7307
7308
7309
7310
7311
7312
7313
7314
7315
7316
7317
7318
7319
7320
7321
7322
7323

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

Oc:
Oc:
Oc:
Oc:
Oc:
Oc:
Oc:
Oc:
Oc:
Oc:
Oc:
Oc:
Oc:
Oc:
Oc:
Oc:
Oc:
Oc:
Oc:
Oc:
Oc:
Oc:
Oc:
Oc:
Oc:
Oc:
Oc:
Oc:
Oc:

29:

be:

1ed
H=
HJ
H
H=J
HE
HE
H)
H
H
H=J
HE
H=UJ
HJ
H
H=J
HEL
HE
H=
H
H
H=J
:ed
H=
HJ
H
H=J
HE
HE
Frame 7177: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @

Ethernet II, Src: Vmware_be:31:e@ (00:0c:29:be:31:e0), Dst: Vmware_c0:00:08 (00:50:56:c0:00:08)
Internet Protocol Version 4, Src: 192.168.116.157, Dst: 192.168.116.1

Transmission Control Protocol, Src Port: 58454 (58454), Dst Port: 21 (21), Seq: 0, Len: @

ff:

ff:

ff:

ff:

ff:

ff

ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP
ARP

42
42
42
42
42
42
42
42
42
42
42
42
42
42
42
42
42
42
42
42
42
42
42
42
42
42
42
42
42

Who
Who
Who
Who
Who
Who
Who
Who
Who
Who
Who
Who
Who
Who
Who
Who
Who
Who
Who
Who
Who
Who
Who
Who
Who
Who
Who
Who

as
has
has
has
has
has
has
has
has
has
has
has
has
has
has
has
has
has
has
has
has
has
has
has
has
has
has
has
has

192.168.116.

192.168.116.47
192.168.116.37
192.168.116.57?
192.168.116.4?
192.168.116.67
192.168.116.77
192.168.116.37
192.168.116.57?
192.168.116.8?
192.168.116.47?
192.168.116.67
192.168.116.77
192.168.116.97
192.168.116.57?
192.168.116.8?

e
Tell
Tell
Tell
Tell
Tell
Tell
Tell
Tell
Tell
Tell
Tell
Tell
Tell
Tell
Tell

192.168.116.1

192.168.116.157
192.168.116.157
192.168.116.157
192.168.116.157
192.168.116.157
192.168.116.157
192.168.116.157
192.168.116.157
192.168.116.157
192.168.116.157
192.168.116.157
192.168.116.157
192.168.116.157
192.168.116.157
192.168.116.157

192.168.116.107 Tell 192.168.116.157
192.168.116.67 Tell 192.168.116.157
192.168.116.7? Tell 192.168.116.157
192.168.116.9? Tell 192.168.116.157
192.168.116.117 Tell 192.168.116.157
192.168.116.8? Tell 192.168.116.157
192.168.116.107 Tell 192.168.116.157
192.168.116.127 Tell 192.168.116.157
192.168.116.9? Tell 192.168.116.157
192.168.116.11? Tell 192.168.116.157
192.168.116.13? Tell 192.168.116.157
192.168.116.107 Tell 192.168.116.157
192.168.116.127 Tell 192.168.116.157




Detecting Port Scan

No. Time Source Destination Protocol Length Info
7175 0.970576 00:0c:29:be:31:e@ ff:ff:ff:ff:ff:ff ARP 42 Who has 192.168.116.1? Tell 192.168.116.157
7176 0.970708 00:50:56:c0:00:08 00:0c:29:be:31:e0 ARP 60 192.168.116.1 is at 00:50:56:c0:00:08

7177
7178

7180
7182
7183
7184
7185
7186
7187
7189
7190
7191
7192
7194
7196
7198
7200
7202

7204

0.970715
0.970889

0.982391
0.997841
1.014242
1.015829
1.015845
1.015972
1.016281
1.016519
1.016520
1.016520
1.016533
1.028810
1.044982
1.060453
1.076086
1.092262

1.107433

192.168.116.157
192.168.116.1

192.168.116.1
192.168.116.1
192.168.116.157
192.168.116.1
192.168.116.157
192.168.116.1
192.168.116.157
192.168.116.1
192.168.116.1
192.168.116.1
192.168.116.157
192.168.116.1
192.168.116.1
192.168.116.1
192.168.116.1
192.168.116.1

192.168.116.1

192.168.116.1
192.168.116.157

192.168.116.157
192.168.116.157
192.168.116.1

192.168.116.157
192.168.116.1

192.168.116.157
192.168.116.1

192.168.116.157
192.168.116.157
192.168.116.157
192.168.116.1

192.168.116.157
192.168.116.157
192.168.116.157
192.168.116.157
192.168.116.157

192.168.116.157

TCP
TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

58454 » 21 [1)YN] Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SACK_PERM=1
21 - 53454 [ST, ACK] Seq=1 Ack=1 Win=0 Len=0

22 -+ 53455 [[iST, ACK] Seq=1 Ack=1 Win=0 ]

23 - 53456 [[iST, ACK] Seq=1 Ack=1 Win=0 Len=0
Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SACK_PERM=1
ACK] Seq=0 Ack=1 Win=65535 Len=0 MSS=1460 WS=32 SACK_PERM=1
Seq=1 Ack=1 Win=65536 Len=0

80 - 58457 [HCK] Seq=1 Ack=2 Win=262144 Len=0

80 - 58457 [FIN, ACK] Seq=1 Ack=2 Win=262144 Len=0
443 - 58458 |RST, ACK] Seq=1 Ack=1 Win=0 Len=0
58457 CK] Seq=2 Ack=2 Win=65536 Len=0

502 - 58459 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0
3306 -+ 58460 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0

25 - 53461 [[iST, ACK] Seq=1 Ack=1 Win=0 Len=0

567 - 58462 |RST, ACK] Seq=1 Ack=1 Win=0 Len=0

333 - 58463 |RST, ACK] Seq=1 Ack=1 Win=0 Len=0

444 - 584b4 |[RST, ACK] Seq=1 Ack=1 Win=0 Len=0

» Frame 7177: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @
» Ethernet II, Src: Vmware_be:31:e@ (00:0c:29:be:31:e0), Dst: Vmware_c0:00:08 (00:50:56:c0:00:08)
» Internet Protocol Version 4, Src: 192.168.116.157, Dst: 192.168.116.1

» Transmission Control Prc ! " t: t Po

1), Dst Por



Detecting SSH Brute Force

'. [ ] " natosunum.pcapng
Am 2@ RE Qe=EF e Haaar

| tcp.port == 22

No. Source Destination Protocol

vyvywvy

7751 64.023941
7753 64.031521
7754 64.031558

8165 112.7897..
8166 112.7908..
8167 112.7914..
8168 112.7973..
8169 112.8030..
8170 112.8035..
8171 112.8148..
8172 112.8193..
8173 112.8395..
8174 112.8789..
8175 112.8790..
8176 112.8793..
8177 112.8795..
8178 112.8800..
8179 112.9189..
8182 114.7422.

8185 114.7558..
8186 114.7569..
8187 114.7571..
8188 114.7630..
8189 114.7636..
8190 114.7638..
8191 114.7767..
8192 114.7791..
8193 114.7940..
8194 114.8350..
8195 114.8350..
8196 114.8354..
8197 114.8356..
8198 114.8360..
8199 114.8751..

8201 114.9509..

192.168.116.145
192.168.116.145
192.168.116.157

192.168.116.157
192.168.116.157
192.168.116.145
192.168.116.145
192.168.116.157
192.168.116.145
192.168.116.157
192.168.116.145
192.168.116.157
192.168.116.145
192.168.116.157
192.168.116.145
192.168.116.145
192.168.116.157
192.168.116.145
192.168.116.145

192.168.116.157
192.168.116.157
192.168.116.145
192.168.116.145
192.168.116.157
192.168.116.145
192.168.116.157
192.168.116.145
192.168.116.157
192.168.116.145
192.168.116.157
192.168.116.145
192.168.116.145
192.168.116.157
192.168.116.145

192.168.116.157

192.168.116.157
192.168.116.157
192.168.116.145

192.168.116.145
192.168.116.145
192.168.116.157
192.168.116.157
192.168.116.145
192.168.116.157
192.168.116.145
192.168.116.157
192.168.116.145
192.168.116.157
192.168.116.145
192.168.116.157
192.168.116.157
192.168.116.145
192.168.116.157
192.168.116.157

192.168.116.145
192.168.116.145
192.168.116.157
192.168.116.157
192.168.116.145
192.168.116.157
192.168.116.145
192.168.116.157
192.168.116.145
192.168.116.157
192.168.116.145
192.168.116.157
192.168.116.157
192.168.116.145
192.168.116.157

192.168.116.145

Ethernet II, Src: 00:0c:29:03:3a:da, Dst: 00:0c:29:be:31:e@
Internet Protocol Version 4, Src: 192.168.116.145, Dst: 192.168.116.157
Transmission Control Protocol, Src Port: 22 (22), Dst Port: 62487 (62487), Seq: 1, Ack: 2, Len: @

TCP

SSHv2
SSHv2
SSHv2
SSHv2
SSHv2
SSHv2
TCP

SSHv2
TCP

SSHv2
SSHv2
TCP

SSHv2

TCP
SSHv2
TCP

SSHv2
SSHv2
SSHv2
SSHv2
SSHv2
SSHv2
TCcP

SSHv2
TCcP

SSHv2
SSHv2
TCP

TCP

22 o R24AR7 [ArCK] Cen=1 Ark=2? Win=20212 | an-0Q

Server: Protocol (SSH-2.0-OpenSSH_7.1p2 Debian-2

62487 -+ 22 [RST, ACK] Seq=2 Ack=33 Win=0 Len=0

49189 - 22 [ACK] Seq=1 Ack=1 Win=65536 Len=0
Client: Protocol (SSH-2.@-paramiko_1.17.0)
22 - 49189 [ACK] Seq=1 Ack=26 Win=29312 Len=0
Server: Protocol (SSH-2.0-OpenSSH_7.1p2 Debian-2)
Client: Key Exchange Init

Server: Key Exchange Init

Client: Diffie-Hellman Key Exchange Init

Server: Diffie-Hellman Key Exchange Reply, New Keys
Client: New Keys

22 -+ 49189 [ACK] Seq=1825 Ack=914 Win=31616 Len=0
Client: packet (len=64)

118 Server: Encrypted packet (len=64)
150 Client: Encrypted packet (1en=96)
60 22 - 49189 [ACK] Seq=1889 Ack=1074 Win=31616 Len=0
Server: Encrypted packet (len=80)

lient: Protocol (SSH-2.@0-paramiko_1.17.0)
2 -+ 49190 [ACK] Seq=1 Ack=26 Win=29312 Len=0

: Protocol (SSH-2.0-OpenSSH_7.1p2 Debian-2)
Key Exchange Init

: Key Exchange Init

: Diffie-Hellman Key Exchange Init

: Diffie-Hellman Key Exchange Reply, New Keys
: New Keys

2 -+ 49190 [ACK] Seq=1825 Ack=914 Win=31616 Len=0
lient: Encrypted packet (len=64)

2 - 49190 [ACK] Seq=1825 Ack=978 Win=31616 Len=0
erver: Encrypted packet (len=64)
lient: Encrypted packet (len=96)

O 7 mmoswnum ... Packets:8380Displayed: 212 (2.5%) - Load ime:0:0120 Profile: Default




Data Exfiltration

[ ] @® Wireshark - Follow TCP Stream (tcp.stream eq 121) - natosunum

Run Forest! Run!
{09253D78-41AC-4BE9-ADE4-B81D0OOFBD1AA} interface found!
Address: 192.168.116.157
Network: 192.168.116.157
[+] Connection to 192.168.116.1 port 80 succeeded!
[+] Connection to 192.168.116.1 port 8080 succeeded!
Run Forest! Run!
{09253D78-41AC-4BE9-ADE4-B81D0OOFBD1AA} interface found!
Address: 192.168.116.157
Network: 192.168.116.157
[+] Connection to 192.168.116.1 port 80 succeeded!
[+] Connection to 192.168.116.145 port 22 succeeded!
1 hosts found.
192.168.116.145Authentication not successful! 192.168.116.145 root:password
SSH auth error: Authentication failed.
Authentication not successful! 192.168.116.145 root:123456a
= =
Authentication successful! 192.168.116.145 root:pass123

SSH auth error: Authentication failed.
Authentication not successful! 192.168.116.145 admin:123456a
SSH auth error: Authentication failed.
Authentication not successful! 192.168.116.145 admin:pass123
SSH auth error: Authentication failed.
Authentication not successful! 192.168.116.145 admin:Pass12345
SSH auth error: Authentication failed.
Authentication not successful! 192.168.116.145 admin:12345!
SSH auth error: Authentication failed.
Dns resolv error: [Errno 11004] getaddrinfo failed
Dns resolv error: [Errno 11004] getaddrinfo failed
Dns resolv error: [Errno 11004] getaddrinfo failed
Sending logs to master!172.18.15.30uid=0(root) gid=0(root) groups=0(root)
eth@: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.116.145 netmask 255.255.255.0 broadcast 192.168.116.255
inet6 fe8@::20c:29ff:fe@3:3ada prefixlen 64 scopeid 0x2@0<link>
ether 00:0c:29:03:3a:da txqueuelen 1000 (Ethernet)
RX packets 328198 bytes 173010068 (164.9 MiB)
RX errors @ dropped @ overruns @ frame @
TX packets 603267 bytes 62444442 (59.5 MiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x1@<host>
loop txqueuelen @ (Local Loopback)
RX packets 17621 bytes 27268227 (26.0 MiB)
RX errors @ dropped @ overruns @ frame 0
TX packets 17621 bytes 27268227 (26.0 MiB)

Packet 8370. 2 client pkt(s), O server pkt(s), O turns. Click to select.

Entire conversation (8297 bytes) Show dataas ASCII
Find:
Help Hide this stream Print Save as...

~
v

Stream 121

Close

15— 00000000 ]




Data Exfiltration

[ ] ® Wireshark - Follow TCP Stream (tcp.stream eq 121) - natosunum

proxy:x:13:13:proxy:/bin:/usr/sbin/nologin

] www—data:x:33:33:www—data:/var/www:/usr/sbin/nologin

f backup:x:34:34:backup:/var/backups:/usr/sbin/nologin

list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin

irc:ix:39:39:ircd:/var/run/ircd:/usr/sbin/nologin

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin

nobody:x:65534:65534:nobody: /nonexistent:/usr/sbin/nologin

systemd—-timesync:x:100:102:systemd Time Synchronization,,,:/run/systemd:/bin/false

systemd-network:x:101:103:systemd Network Management,,,:/run/systemd/netif:/bin/false

systemd-resolve:x:102:104:systemd Resolver,,,:/run/systemd/resolve:/bin/false

I systemd-bus—-proxy:x:103:105:systemd Bus Proxy,,,:/run/systemd:/bin/false
_apt:x:104:65534::/nonexistent:/bin/false

messagebus:x:105:109::/var/run/dbus:/bin/false

mysql:x:106:110:MySQL Server,,,:/nonexistent:/bin/false

avahi:x:107:111:Avahi mDNS daemon,,,:/var/run/avahi-daemon:/bin/false

miredo:x:108:65534::/var/run/miredo: /bin/false

| ntp:x:109:112::/home/ntp:/bin/false

stunnel4:x:110:114::/var/run/stunnel4:/bin/false

uuidd:x:111:115::/run/uuidd: /bin/false

Debian—exim:x:112:116::/var/spool/exim4:/bin/false

statd:x:113:65534::/var/1lib/nfs:/bin/false

arpwatch:x:114:119:ARP Watcher,,,:/var/lib/arpwatch:/bin/sh

colord:x:115:122:colord colour management daemon,,,:/var/lib/colord:/bin/false

epmd:x:116:123::/var/run/epmd: /bin/false

couchdb:x:117:124:CouchDB Administrator,,,:/var/lib/couchdb:/bin/bash

dnsmasq:x:118:65534:dnsmasq, ,, :/var/lib/misc:/bin/false

geoclue:x:119:125::/var/1lib/geoclue: /bin/false

pulse:x:120:126:PulseAudio daemon,,,:/var/run/pulse:/bin/false

speech—dispatcher:x:121:29:Speech Dispatcher,,,:/var/run/speech—dispatcher:/bin/sh

sshd:x:122:65534::/var/run/sshd: /usr/sbin/nologin

snmp:x:123:128::/var/lib/snmp: /usr/sbin/nologin

postgres:x:124:130:PostgreSQL administrator,,,:/var/lib/postgresql:/bin/bash

iodine:x:125:65534::/var/run/iodine: /bin/false

king—-phisher:x:126:133::/var/lib/king—phisher:/bin/false

redsocks:x:127:134::/var/run/redsocks:/bin/false

rwhod:x:128:65534::/var/spool/rwho:/bin/false

sslh:x:129:135::/nonexistent:/bin/false

rtkit:x:130:136:RealtimeKit,,,:/proc:/bin/false

saned:x:131:137::/var/lib/saned: /bin/false

usbmux:x:132:46:usbmux daemon,,,:/var/lib/usbmux:/bin/false

Debian—-gdm:x:133:139:Gnome Display Manager:/var/lib/gdm3:/bin/false

beef-xss:x:134:140::/var/lib/beef-xss:/bin/false

dradis:x:135:141::/var/lib/dradis:/bin/false

root:$6$0QcG1l1do$HpqfdDCV.mCmx.1LUbXdqIkJ1WyDwE1qGinAaoc1lJSOFxDPhJTqg.6hzrqW8yluTxbnxv8F21r7vBW7a0LC430:17112:0:99999:7:::

daemon:*:16820:0:99999:7:::

bin:*:16820:0:99999:7:::

Sys:*:16820:0:99999:7:

sync:*:16820:0:99999:7:::

Packet 8373. 2 client pkt(s), O server pkt(s), O turns. Click to select.

| -
| Entire conversation (8297 bytes) 9 Show dataas ASCII ﬁ Stream 121
Find ™ Find Nex: |

Help Hide this stream Print Save as... Close




EOF



