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Packet Capture
• Intercepting data packets that is crossing over a 

specific computer network.
• Data packets can be stored temporarily or 

permanently for analysis.
• Network cards that support monitor/promiscuous 

mode is required.



Packet Capture
• Wireshark
• Moloch
• Tshark
• Tcpdump
• Ethereal
• Microsoft Network Monitor
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What do we have?
• Protocols: DNS, HTTP, SSH
• Ports: UDP/53, TCP/22, TCP/80, TCP/8080
• IP Addresses:

• 172.18.10.41
• 172.18.10.47
• 192.168.116.1
• 192.168.116.2
• 192.168.116.157 (Victim IP)
• 192.168.116.158



DNS Requests
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Detecting Ping Sweep
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